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Infrastructure
SMARTFENSE is deployed on the platform as a Heroku service.

Heroku, in turn, makes use of Amazon's infrastructure. Both services are located in
Dublin, Ireland.

The use of Heroku and Amazon provides SMARTFENSE with a high level of security by
default since both comply with important security standards, namely:

● ISO 27001
● SOC 1 and SOC 2/SSAE 16/ISAE 3402 (Previously SAS 70 Type II)
● PCI Level 1
● FISMA Moderate

● Sarbanes-Oxley (SOX)

Furthermore, they have physical security of military grade, continuous Penetration Tests
and Vulnerability Assessment, Data and System Security Management, Backup Policies,
Disaster Recovery Plans, Privacy Policies, Good Practices, among others.

To know each of these security measures in detail, please enter:

https://www.heroku.com/policy/security

https://aws.amazon.com/security/

Architecture diagram
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Network security
Firewalls
SMARTFENSE uses Firewalls to restrict access to systems from external networks and
between internal systems. By default, all accesses are denied and only explicitly
indicated ports are enabled if necessary.

In addition to this, connections are not allowed through the localhost interface, in order
to isolate all applications.

DDoS attack mitigation
The infrastructure on which SMARTFENSE runs provides DDoS mitigation techniques
that include TCP Syn cookies and connection speed limitation, in addition to maintaining
multiple connection lines and an internal bandwidth capacity that exceeds the
bandwidth supplied by the Internet provider. On the other hand, close collaboration is
maintained with suppliers to respond quickly to events and enable advanced DDoS
mitigation controls when necessary.

Protection against Spoofing and
Sniffing
Firewalls that are part of the infrastructure used by SMARTFENSE prevent IP, MAC and
ARP impersonation in the network and between virtual hosts to ensure that identity
theft is not possible. Packet sniffing is prevented directly from the infrastructure,
including the hypervisor, which will not deliver traffic to an interface to which it is not
directed. Heroku uses application isolation, operating system restrictions, and
encrypted connections to further ensure that the risk is mitigated at all levels.

Web Application Firewall (WAF)
SMARTFENSE uses a Web Application Firewall (WAF) to monitor and protect the security
of the application in real-time. This allows full visibility of the security of the application
through signals, blocking attacks in real-time and intrusion detection, among other
activities.
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Application security
Authentication
The SMARTFENSE session identifier exchanged between the client and the server is
unique, not predictable, does not allow reverse engineering or brute force attacks, does
not include confidential information, is not included in the browser URL nor is it cached.

The credential policy establishes that they have a minimum length of 10 characters, at
least one lowercase, at least one uppercase and at least one number.

In the case of 3 failed login attempts in the last 10 minutes, it is not possible to continue
without first answering validation questions through Captcha.

Cookies policy
SMARTFENSE uses cookies that contain a specific session id to identify each browser
and its associated session. Actual session information is stored in the platform
database. This is safer than saving information in a cookie, where it is most vulnerable
and can be exploited by malicious users.

Error message
The platform performs both static and dynamic error management, minimizing the
amount of visible information that is provided to the user. The error messages shown to
these are customized for each client.

There is no confidential information in the data provided to the user. Hidden fields are
not used in HTML documents or application keys in documents sent to web browsers.

Security Analysis
Security analysis of the platform is carried out every 6 months to complement the
security measures at the application level defined above, with analysis and audits of
environment and Web application, including intrusion tests and analysis through Web
Application Security Scanners.

Availability
From SMARTFENSE, every effort will be made to provide each client with a platform
availability time of more than 99.5% per month.
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When the platform stops it will be with prior notice of at least 72 hours to make
improvements and add new functionalities and features. These actions are normally
performed on weekends.

The historical SLA (Service Level Agreement) has been 99.54% due to the scheduled
detentions of the platform to apply improvements.

Data-at-rest Encryption
The databases used by the SMARTFENSE platform is encrypted using the block cipher
scheme AES-256. The keys are managed by Amazon through the AWS Key Management
Service. For more details, please enter:

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html

Data-in-motion
Encryption
All communications between the client and the SMARTFENSE platform are always made
through the TLS cryptographic protocol (version 1.2), encrypted by a certificate
submitted by COMODO RSA Domain Validation Secure Server CA, which makes use of
an RSA key of 2048 bits and a signature algorithm SHA256withRSA.

Backup Policy
SMARTFENSE makes a daily backup of each client’s information, which is stored in an
Amazon instance, which provides the security measures mentioned in the previous
point, where it is worth noting that all the information hosted on Amazon is stored
redundantly throughout its different data centers. This allows 99,99% availability of
stored information, as defined in your SLA.

For more information, please enter:

http://docs.aws.amazon.com/AmazonS3/latest/dev/DataDurability.html
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Personal Data
Processing
The databases used by the SMARTFENSE platform that contain the private data of
clients are recorded in the Agency of Access to Public Information of Argentina, in the
legal name of the company: DIGITAL CONTENT MACHINE S.A.

The recorded databases are:

● “Administrative database” (transaction #416814 - Form FA.01 33.313)

● “Data of platform users” (transaction #416816 - Form FB.01 #1578)

For the data processing in the European Community territory, the Commission’s
decision on July 30, 2003, in accordance with Directive 95/46/CE of the European
Parliament and the Council on the adequacy of personal data protection of Argentina.

For the purposes of part 2 of Section 25 of Directive 95/46/CE, it is considered that
Argentina guarantees an adequate level of protection regarding the personal data
transferred from the Community.

https://eur-lex.europa.eu/legal-content/ES/TXT/?uri=CELEX%3A32003D0490

Credentials in Phishing
Simulation
Phishing simulation traps can be configured to allow -or not- entering credentials in the
simulated Phishing site.

Traps that do not allow entering
credentials
If entering credentials is not allowed, the end user that reaches the simulated Phishing
site will have the text field corresponding to enter their password disabled, so that they
will not be able to write on it. Only the field corresponding to the username will be
enabled, which will only allow entering one character.
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Traps that allow entering credentials
If entering credentials is allowed in the form of a simulated Phishing site, it is
highlighted that it is only recorded if the data was entered on not in the form, but such
data are not saved, analyzed or manipulated at any moment. In addition to this, they
are sent through an HTTPS connection with the features mentioned previously in this
document.

Technical Details
The Phishing form may have an undetermined number of fields, but only two of them
are taken into account to decide if a user entered their credentials. These fields are user
and password, identified by the name attribute.

Example of a basic form in a Phishing simulation trap

<form action="$phishing_landing_action_url" method="POST">

<span style="display: none;">$csrf_token</span>

User: <input name="user" type="text" />

Password: <input name="password" type="password" />

<input value="Log in" type="submit" />

</form>

Once the form is sent, it is verified that the fields in question have data. If the user has
entered data in both fields, it is recorded as “Entered data,” regardless of what data has
been entered.

If either of the two fields does not have data entered, then the simulated Phishing page
is reloaded.

Separation of
Environments
The SMARTFENSE platform is developed and tested in independent environments,
which have their own environment and databases.
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These environments, in turn, are independent of the application that is in production,
which also has its own environment and database. The production database is never
used in any other environment than that of production.

In turn, the application that runs in production is updated only with changes that have
proven to be stable in the testing environment, being recorded in detail in our version
control system. Due to our procedure of change and configuration management, it is
necessary that they go through the development and testing environments before
reaching production, leaving precise and detailed traceability of each change impacted
on the productive environment. This ensures that the platform always runs over a
predictable and controlled environment.

CSA STAR Level One
The SMARTFENSE platform is registered in the CSA STAR (CSA Security, Trust & Assurance
Registry) program under the legal company name: DIGITAL CONTENT MACHINE S.A.

Register: https://cloudsecurityalliance.org/star-registrant/digital-content-machine-s-a/

More information: Security, Trust and Assurance in the cloud

McAfee Cloud Secure
McAfee trust seal states that the company has exhaustively analyzed the domain under
which the SMARTFENSE platform is distributed, in search of malware, viruses, phishing
attacks and other malicious activities to guarantee the security of our users.

https://www.mcafeesecure.com/verify?host=takesecurity.com
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www.smartfense.com.ar

info@smartfense.com.ar
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