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1. INTRODUCTION

In this guide, we will describe how to develop a people-oriented information security layer. To learn 

why someone would want to include people in their information security strategy, you can read the 

following articles:

•  Why are you solely responsible for information security? (And how to stop being it)

•  Are we still mistrusting the end user, or do we do something about it?

•  All the numbers indicate that it is time to Raise Awareness

•  The Art of Deceiving the User - Part 5: Protection measures

To develop our security layer, we will carry out a User Hardening project. This term comes from the 

Hardening processes that are commonly applied to organizations and consist of securing an operating 

system, server, or application, reducing its vulnerabilities or security holes. As users are also part of the 

organizations’ information systems and have their own vulnerabilities — which are exploited daily by 

cybercriminals around the world — it is necessary that they also go through a Hardening process, 

which will be defined in detail throughout this article.

Information systems are made up of data, processes, and 

people that typically, but not always, interact with computer 

systems.

People, in particular, are considered the weakest link in the 

security chain, and there are many ways to exploit their 

vulnerabilities.

CISSP ALL- IN- ONE 7 TH. EDITION

http://blog.smartfense.com/2016/12/titulo-sigues-intentando-ser-el-unico.html
http://blog.smartfense.com/2017/01/seguimos-desconfiando-del-usuario-final.html
http://blog.smartfense.com/2016/12/hora-de-concientizar-los-numeros-lo-indican.html
http://blog.smartfense.com/2017/08/el-arte-de-enganar-al-usuario-parte-5.html
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Before starting any Information Security 

project, we must have the support of the senior 

management of our organization. Having their 

support means having their backing, budget, 

time, and resources necessary to carry out our 

project according to the scope and objectives 

that we have defined for it.

Therefore, the first thing we must do is define 

our User Hardening project and get approval 

from the senior management of our organiza-

tion.   It is very important to clearly define the 

scope of the project at this point, if we include 

our entire organization or only part of it, or if we 

are also going to cover other branches or terri-

tories.

It is advisable to include the Human Resources 

area in the User Hardening project from the 

beginning. This is so since we will be working 

directly with the people in our organization, and 

the Human Resources processes, such as con-

tracts, will directly influence the User Hardening 

processes.

"Without the support of 
senior management, a 

security program will not 
receive the attention, funds, 

resources, and execution 
capacity necessary to be 

carried out."

CISSP ALL-IN-ONE 7TH. EDITION 

2. PROJECT
DEFINITION
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3. USER HARDENING 
PROCESSES

A User Hardening project basically consists of two processes, which are:

· Awareness and Training: Oriented to the development of safe habits and behaviors of users.

· Assessment: Oriented to the measurement of habits and behavior developed.

Each of them is described in detail below:

3.1. Awareness and training

This process will oversee developing the knowledge, habits, and safe behaviors of the users in our 

organization. It is important to note that we are not talking simply about the comprehension of     

knowledge only from an academic point of view, for example, a user simply knowing what Phishing is, 

but faced with a trap of this type, they behave safely and do not compromise their personal information 

or that of the organization.

Contents

The contents are a key element in the Awareness and Training process. When we talk about content, 

we refer to the material that will be presented to users to raise awareness and train them.

Main content

It is the material used to provide the main training to users. It usually covers one or more topics in 

detail.

This material should be attractive to users since we are presenting content that probably is not of their 

interest. Ideally, it should not present direct concepts or impose directives. Instead, users should be 

placed in various everyday scenarios of their day-to-day life, within which they can feel identified, and 

show what is the safe behavior in each one of them. 
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The most advisable thing to achieve a behavior change is to provide value through positive 

reinforcement and advice and talk about how what has been learned impacts the personal life of each 

user, using a language close to it.

Reinforcement content

It is useful to reinforce the main content. People do not have a perfect memory, and even less are they 

prone to remember something that is not of their total interest. We cannot explain to a user in one day 

how to behave in front of a short URL and hope that they will remember it in two months, for example. 

Even the next day they will have forgotten a large percentage of the information we provided them.

That is why it is important to reinforce the content previously taught to users. Reinforcement actions 

should not try to cover 100% of the main content, but periodically remind small concepts to keep them 

alert and improve the comprehension of the content.

Presentation Details

In addition to having content, we must consider how we will present it to our users.

Main content

The ideal way to present the main content is, as already mentioned, in a way that is attractive to users. 

Mainly, it can be done by:

· In-person training

· Training through technological resources

In both cases, the most important thing is that the user has a high degree of interaction and is 

encouraged to complete the training.
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More information:

       Users don’t have common sense!

       Behavior change and one (of many) 

techniques to achieve it

       Gamification: An ideal tool to comple-

ment your security awareness process

      Game-based learning: How to make a 

more entertaining and e�ective training 

for your end users

Reinforcement content

Knowledge  assessment

Knowledge assessment is the most traditional 

form of measurement in an Awareness and    

Training process.

Basically, what will be determined is the 

knowledge understanding degree and              

concepts of Information Security. To achieve 

this, exams are usually used in any of their 

forms, some of them being:

· Surveys

· Multiple Choice

· True or False

· Crosswords

3.2. Assessment

Measurement is an essential part of a project since it allows us to determine the degree of effective-

ness of our actions in meeting our objectives.

In our case, that measurement will be carried out within the assessment process. Specifically, this 

process will help us to measure the knowledge, habits, and behavior of our users before and during 

the Awareness and Training.

Some ways to present reinforcement content are:

 

·  Newsletters

·  Posters

·  Wallpapers

·  Screen saver

·  Overview videos

·  Infographics

· Brochures or flyers

· Calendars

· Articles

· Gifts

· Comics

http://blog.smartfense.com/2017/05/los-usuarios-no-tienen-sentido-comun.html
http://blog.smartfense.com/2017/07/cambio-de-comportamiento-y-refuerzo-positivo.html
http://blog.smartfense.com/2017/01/ludificacion-una-herramienta-ideal.html
http://blog.smartfense.com/2017/04/aprendizaje-basado-en-juegos.html


Habits and behavior assessment

To assess the habits and behaviors of our users, we must go one step further and use more modern 

measurement techniques than those mentioned in the previous point. 

Simulations

Simulations allow us to carry out a very particular evaluation approach. Instead of asking a user if they 

know the dangers of a short link received by email, what we will do is send them an email with a short 

link to see how they behave with it.

This technique, therefore, consists of putting users in a controlled risk situation and evaluating their 

behavior with it.

We can carry out simulations of all kinds, such as sending phishing emails with dangerous attachments, 

phishing emails with dangerous links, leaving “lost” USB sticks with dangerous files, and so on.

Each simulation will allow us to measure different behaviors of our users, and its results will allow us to 

determine if our Awareness and Training actions are being effective and on the right track, which users 

or areas of our organization are the riskiest, what topics we should reinforce, etc.
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In addition to this, we will be able to count on the necessary metrics to be able to make objective 

reports to senior management, justify our investment in User Hardening, help compliance with              

regulations, among other things.

So far, we have emphasized the need to obtain approval from senior management before starting 

with our User Hardening project, and we have described its processes and components.

Below, we will see a methodology that will allow us to gather all the elements mentioned and carry 

out the project:

4. PROJECT EXECUTION

More information:

      Return of investment in information 

Security training and awareness

    How long do phishing campaigns 

last? 

For example, if the detection rate of our antivirus program begins to decrease when starting an 

Awareness and Training process, we can conclude that the habits of our users are becoming more 

secure.
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Statistics correlation

Another method, somewhat more indirect, to 

evaluate habits and behaviors, is to look for their 

correlation with statistics of the organization 

regarding other layers of security, such as:

· Incident statistics

· Antivirus program statistics

· DLP program statistics

· Navigation statistics

http://blog.smartfense.com/2017/01/retorno-de-inversion-en-capacitacion-y.html
http://blog.smartfense.com/2017/11/cuanto-duran-las-campanas-de-phishing.html
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4.1. Setting a baseline

Regarding Information Security, it is very likely 

that our organization’s users have very different 

knowledge, habits, and behaviors. That is why it 

is advisable to measure all these factors as the 

first step of the User Hardening project in order 

to establish a baseline that represents the 

current status of our users.

To set this baseline, the recommendations 

detailed in section 3.2 can be used.

4.2. Planning actions

From the baseline identified in the previous 

point, we will be able to plan the following 

actions of both Awareness and Training and 

Assessment to move from the current status to 

the desired one according to the objectives of 

our project. 

We must bear in mind that the awareness mate-

rial should be distributed over an extended 

period, ideally being planned on an annual 

basis. In this way, it would occupy only a small 

part of the user's time, and the user would not 

see the process as an obstacle so that they 

could carry out their daily obligations on time. 

Furthermore, in this way, better attention and 

predisposition would be achieved.
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4.3. Preparing users

Depending on the culture of each organization, there will be more or less resistance when starting the 

User Hardening project. Based on this, it may be necessary to prepare users before starting our 

processes.

This preparation involves explaining to users why they will be included in this new project, what their 

objectives are, what tools are going to be used, how these tools are used, and any details that are 

necessary for them to face this new activity with the least difficulty and resistance possible.

4.4. Implementing the plan

With the users already prepared, it is possible to start executing the plan, carrying out both the 

Training actions and the corresponding Assessments.

4.5. Recording actions

It is recommended that all actions that occur within a User Hardening project are recorded. Both those 

performed by us, who carry out the project, and those corresponding to each of the users of our           

organization. This type of record is known as an audit trail, and its value is reflected in section 6 of this 

article.



5.CONTINUOUS IMPROVEMENT

Information Security is constantly evolving. Protection measures and threats to information are 

continually advancing.

User Hardening processes should therefore be continuous improvement processes within an organi-

zation. Ideally, the Awareness and Training process should continually evolve and adapt, taking as 

input its own statistics, the result of the evaluation processes, and the state of the art of Information 

Security.

The continuity of the User Hardening processes also manages to keep all users attentive and updated, 

and our people-oriented security layer is not harmed by the arrival of new personnel to the organiza-

tion since they will also be included in the process.
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6. OTHER BENEFITS

A User Hardening project can have important extra benefits in addition to developing a very important 

layer of security for an organization. Some of them are mentioned below:

6.1. Compliance

Awareness is a requirement and a means for compliance with many Information Security regulations, 

such as:



· ISO/IEC 27001

· CobiT

· Personal information protection Acts

· Industry-specific standards

In order to comply with these standards, the 

Awareness and Training process must have the 

topics mentioned in them to be assimilated by 

users, but also have audit trails that allow 

demonstrating with accurate records that users 

have been properly trained and made aware. 

6.2. Privacy

An Awareness and Training process may include awareness of the organization's users on their privacy 

expectations. Having audit records showing that a user has been properly informed regarding their 

expectation of privacy can make a difference in a legal process where the privacy of a user is at issue.

6.3. Security area image

Including users in the organization's security strategy will make them see the area with better eyes. This 

is so because, instead of giving users obstacles and controls, they are noticing their importance and 

being given useful knowledge to take care of the information they use both in their work and personal 

environments.

6.4. Process execution improvement

The Awareness and Training process can lead to improvement in the execution of other processes in 

the organization. For example, the organization's users can be made aware and trained on the organi-

zation's Disaster Recovery Plan. In this way, the organization not only makes that plan known to all its 

users, but also ensures that, when putting the plan into practice, each one knows how to behave, and 

the plan has a higher level of success.

More information:

      Personal information protection 

Act: Training and awareness as a 

requirement

      Security awareness according to 

ISO/IEC 27001:2013
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http://blog.smartfense.com/2017/03/ley-de-proteccion-de-datos-personales.html
http://blog.smartfense.com/2017/02/security-awareness-segun-iso-27001.html


7. CONCLUSION

In this article, the elements necessary to carry out a User Hardening project were described.  The final 

execution of such a project will vary in complexity from organization to organization, but these 

elements must be present to successfully develop and maintain our people-oriented security layer.

It is always advisable to have a tool assisting in this project, and that ideally integrates the Aware-

ness and Training and Assessment processes, in addition to including the appropriate content for 

the users of the organization. 

This will greatly relieve the person responsible for carrying out the project due to the automation of 

tasks, the peace of mind of having thematic coverage, and the availability of reliable records.
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